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Abstract:

The main aspect of democracy of a nation is
the VOTE by which people elect their favorite
candidate torule the nation. Intervention of
illegal practices will lead the nation to wrong
hands. There are severalmethods adopted by the
government to avoid crimes during voting. But
the untouched area without propersecurity is the
verification process. This process is still done
manually in our country and there is a
hugemanpowerrequirement. Thispapermainlyhel
psinresolvingdifficultiesandcrimesinvolvedinve
rificationprocess. In this system a database

containing the details of the voter,

ravikanthtalluri@gmail.com

face details are collected prior andstored. The
voter is given an RFID card which will serve as
a voter ID card for the individual and
containsdetails about the person. During the
day of voting the voter will undergo a two-level
verification process.The voter & RFID card is
first read by an RFID reader, the details of the
person are displayed on the LCDand then the
voter is asked to verify his Face. The voter &
RFID face is recognized and matched with the
existing database then he is eligible to cast his

vote.

Keywords:RFIDReader,ArduinoUNO,Camera
,FaceRecognition.
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Introduction:
INDIAisademocraticcountryeverycitizenabove

18 years of age is eligible to elect theirleaders.
When a person’s age becomes 18 theyhave the
constitutional right to voluntarily
enrollforvoteridgivenbythelndianelectioncomm
ission (IEC). Nowadays with the rise
inpopulation the need for checking the validity
ofthe voters has become a problem. As the
moderncommunications and Internet, today are
almostaccessibleelectronically,thecomputertech
nology users, brings the increasing need
forelectronic services and their security. This
newtechnologyreferstoelectronicvotingsystems
where the election data is recorded, stored
andprocessedprimarilyasdigitalinformation.The
refore, the necessity of designing a secure e-
votingsystemisveryimportant.Usually,mechanis
ms that ensure the security and privacyof an
election can be time-consuming, expensivefor
election administrators, and inconvenient
forvoters. The proposed strategy for voting is
moresecure than the current methods. In this
proposedventurefacedetectionandRFIDideaisuti
lizedtorecognizethespecificindividual.

Proposed System:
ThisprojectaimstobuildWebbasedVotingSystem

using Face Recognition. This project isused to
maintain High level security. The voterdetails

are stored in database in computer.
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Beforeentering the premises that person should
swipeRFID card on to RFID reader, the RFID
readersendsacharacterassociatedwiththeRFIDca
rd.

After sending the character to the
ArduinoUNO,the  Arduino UNO uploads
thecharacter. Afterreceiving the character from
Arduino UNO, the
itasksforfaceauthenticationifthecharacterobtaine
dfromthe it and the Arduino UNO is same then
he isvalid person, he will be allowed to vote. In
thisprojectwecanovercometheproblemprevalent
inthe existing system, such as proxy votes,
missingidentity, security, high cost and helps
people

tovotefromanyboothtohisrespectiveconstituency

To overcome above stated problems,
weareproposingavotingsystemwhichismoresecur
e,timesavingandprovidetwolevelofauthentication
byelectronicmeansbasedonindividual Face
pattern recognition of voters. Thenew system
will use face pattern of the voter asauthentication
by which at the time of election ifscanned face
pattern data of the voter
matcheswiththatofsavedinthesystem,thenheisallo
wedto vote otherwise he is rejected and reported
asfake voter. In this system if the same voter
comesto vote for a second time, then the

message willdisplay as Already voted. The
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proposed approach his time saving and provides

much better authentication.
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Fig: Block Diagram of smart voting system

Flowchart of Proposedsystem:

TheArduinoUnoisanopen-
sourcemicrocontrollerboardbasedontheMicrochi
pATmega328P microcontroller and developed
byArduino.cc.Eachofthel4digitalpinsontheUno
can be used as an input or output, using pin
mode(), digital write (), and digital read ()
functions.Theyoperateat5voltsinourproject,theA
rduinois used as the main microcontroller for
receivingthe data from the RFID module and it
also receivesthe face data using the mat lab and
compares itwith face of the user. If the data

matches, then itallowstheusertocastthevote.
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Fig:Flowchart of Proposed system
DescriptionofComponents:

ArduinoUno:

Once the voter enters the booth. He
needgo through first mode of authentication i.e,
RFIDreader, where he need to scan the his
RFID cardwhich sends the respective face
which is stored inthe data base to arduino and
then allows secondmode of authentication i.e,
face recognition usingPython. The new system
will use face pattern
ofthevoterasauthenticationbywhichatthetimeofe
lection if scanned face pattern data of the
votermatcheswiththatofsavedinthesystemthenhe
isallowedtovoteotherwiseheisrejectedareporteda
s fake voter and law breaker. Once the face

ismatched then the login page with start button
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willbe displayed indicating that the voter can
proceedtovote. If the
usertriestovoteforthesecondtime,thenthemessag
e‘AlreadyVoted’willbedisplayed.

LCDDisplay:

ALCDisaflat-paneldisplayorotherelectronically
modulated optical device that usesthelight
modulating properties of liquid crystals.
Liquidcrystals do not emit light directly,
instead using abacklight or reflector to produce
images in coloror monochrome. Once the RFID
reads the data,theLCDwilldisplaytheuserdata.

RFID:

RFID tagging is an ID system that uses small
radiofrequency identification devices for
identificationandtrackingpurposes.oneimportant
featureenablingRFIDfortrackingobjectsisitscapa
bilityto provide unique identification. A tag
which

iscomposedofasemiconductorchipandanantenna
Aninterrogator(sometimescalledaread/writedev
ice),whichiscomposedofanantenna, a RF
electronics module, and a controlelectronics
module. It is wused for first mode
ofauthentication. ThevotersareprovidedRFIDcar

dswhichhasuniquecodeforauthentication.

'
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Power supplyunit:
Thecircuitneedstwodifferentvoltages,+5V,

+12V to work. These dual voltages are
suppliedbythisspeciallydesignedpowersupply.T
hemainobject of this ‘power supply’ is, as the
name

itselfimplies,todelivertherequiredamountofstabi

lized.
Result:

Theproposedsystemallowsthevotertovotefroman
ywhereusingRFIDandfaceauthentication.Hereth
evoternoneedtogoforaparticularplacetovotefora

particularcandidate.Byvisitingnearest ~ polling

booththevotercanvotetohisownconstituency
rather than visiting the constituency.This
system avoids voting multiple times by
thesamevoterandthushelpstoavoidmalpractice.

Fig 1:Bench setup of smart voting

throughfacedetectionandrecognition
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Fig 2:FileextractionofFacerecognition

Fig 5:VotingProcess
Fig 3:RFIDAuthentication

Conclusion:
Theproposedmethodistodevelopasecurevoting

system  based on  face  recognition
whichtriedtoovercomeallthedrawbackoccursintr

aditionalorcurrentvotingsystem.Theproposedsys
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tem has many strong features like
correctness,verifiability, convenience etc. For
this system norequirement of an election
officer, paper ballot
oranyelectronicvotingmachineonlytheRFIDcard
s are required. The proposed system
providestwophaseofauthentication.Firstisthroug
hRFIDandsecondisFaceRecognition.

Inthissystemnovotercanvotetwicebecausethevot
er Facial patterns will be linked to their Rfid.So
that any user tries to vote twice with some
otherperson’s RFID card it is not possible due
to RFIDIlinked to the respective Facial Patterns
stored indata storage will not be matched with
the

Votertryingtovotingwithsomeotherperson’sRFI
D.
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