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ABSTRACT

A mobile network is public and dynamic network that provides the cooperative route formulation for
communication. The open access network allow to any node to participate in the network as a forwarder. In this
research work, a dual featured model is provided to perform the safe communication in critical mobile network.
The proposed model is able to provide the safe communication under some internal and external attacks. The
RSA based authentication is applied to perform the safe selection on selected path nodes. Only the effectively
selected nodes can act as an intermediate node for safe route formation. The presented work model is simulated
on random mobile network in NS2 environment. The comparative results show that the proposed method has

reduced the communication loss and improved the packet communication over the network.
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I INTRODUCTION

A mobile network is the open area network without specification of any fixed infrastructure. The dynamic
selection of cooperative nodes is done to generate the communication path between the node pairs. The network
suffers from various internal and external attacks. The dynamic nature of the network increases the criticality of
the network. This dynamism exists in terms of changing node position, inclusion of new nodes as well as

selection of different routing path.
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Figure 1: Mobile Network
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As the network having different kind of communication in terms of different data and media forms. The security
is the primary criteria for reliable communication in mobile network. The network speed, data size, mobility are
the factors that affects the communication in mobile network. The environment can be indoor or outdoor where
communication can be performed. The architecture adaptation communication can be provided to generate the
effective cooperative connectivity so that the reliable communication within the session will be performed. A
typical mobile network is shown here in figure 1. Some of the criticalities of mobile network are defined here
under:

A) Security

The open access and public available distributed network always having the problem of intrusion at different
level. The validated communication is required to improve the communication reliability. There are number of
detection based, authentication based and preventive methods to provide security against different kind of
attacks. The authentication methods are basically used to verify the node identity and to recognize the intruder
with false identity. A node which has proven its identity can be checked under some attack specific detection
method or the preventive measure to provide secures communication. The attack specification and relative
secure communication is required to reduce the communication loss and information theft.

B) Reliability

The network not only suffers from various attacks but also affected by various communication relative
challenges. These challenges include the heavy communication performed in the network. The challenge
impurities, sharing and the other channel aspects can also results the communication. Any kind of
communication fault, channel failure, lack of synchronization can also result the communication failure. The
node level and network level strength analysis can be performed to achieve the communication reliability. The
parameter specific observations can be done based on the various possible criticalities such as loss rate, delay,
response time etc. Once all the considerations are mapped, the safe and reliable communication can be obtained
for the network.

C) Instant Connectivity

Cooperative communication nature is the main property of mobile network. The network provides the dynamic
route formation and instant connectivity to generate the effective path. Such kind of connectivity comes under
on-demand routing method so that the effective communication path will be formed over the network. The
configuration and localization independent connectivity list is generated for each node and under the
effectiveness estimation; the route formation can be done. The method is able to store the connectivity in the
form of table so that the connectivity time or the response time will be reduced. There are number of methods to
form such connectives and to generate the effective communication in the network.

D) Communication Architecture

Another criticality of mobile network is the communication architecture relative to which the communication
scenario can be setup. To generate the effective route or communication, the first requirement is to adapt the
network features. The network environment or architecture can be captured with current requirement and
behavior to perform he communication. Various considerations are taken in terms of zone formation,
connectivity observation, environment analysis, channel specification are the key criteria considered while

evaluating the architecture. The group specific or the cluster specific communication is also considered to
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improve the communication. The node level tracking along with the communication characterization is also
provided to generate the safe and reliable communication.

E) Route Recovery

The route recovery is defined to provide the safe communication if some failure occur. The stability of the route
is provided to generate the communication. At the earlier phase, the neighbor list can be generated and relatively
fault specific communication can be performed. The network disruption and coverage analysis can be performed
to identify the node failure or the link break. Based on these requirements, the trust analysis for the

communication route formation can be done.

In this paper, an effective dual safety based secure communication model is provided for mobile network. The
method has used the authentication inclusive and zone adaptive trust evaluation approach for effective
communication in mobile network. In this section, various criticalities for mobile network are identified. The
various causes of communication loss that can occur in a network are identified. In section I, the proposed work
model is defined with algorithmic specification. In section I11, the results obtained from the work are provided.

In section 1V, the conclusion obtained for the work is presented.

Il RELATED WORK

Mobile network suffers from various internal and external attacks because of its dynamic nature. Lot of
preventive and detection based methods are provided for secure communication against these attacks. A study
work on various security attacks and its improvement to the routing protocol was discussed by K. Singh et. al.,
[7]. Author defined improvement over the existing protocol against various protocols including Rushing Attack,
Flooding Attack etc. S. B. Sharma et. al., [14] has identified the various security issues and relative solutions for
mobile network. The malicious node detection and communication using cryptographic method is provided. The
position and trust based methods are also described in this paper. Another work on threat identification and
communication in mobile network by M. M. Alani et. al., [16]. Various methods to mitigate the attack risk is
also provided in this paper. Another analysis on security attacks and attack detection method for mobile network

was provided by P. Rajakumar et. al., [23]. The attack specific algorithmic approach is defined in this paper.

One such criteria for optimizing the communication in attacked network is trust analysis. V. S. Bhargavi et. al.,
[1] has defined a trust based secure routing in mobile network. The neighbor node analysis was provided based
on the history transaction to identify the trustful nodes in the network. Another work on association and mobility
analysis based trust analysis method was defined using D. Q. Nguyen et. al., [4]. The mobility analysis based
trust model is defined to generate the delay component analysis for parameter specific evaluation. The accuracy
concern based secure handshaking is performed and relatively route formation is done. A work on Trust
Negotiation was provided for enforcing the secure routing mobile network. The delegation adaptive trust
modeling is provided to generate the safe route in mobile network. A. B. C. Douss et. al., [10] has defined the
validation and specification based trust management scheme for secure route formation for mobile network. The
cluster specific trust evaluation was provided under the communication semantics. The consistency and
completeness are the key factors analyzed by the author to generate the effective route. S. Sirehka et. al., [15]
has defined an unified trust management scheme to improve the communication against uncertain reasoning.
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The Bayesian inference theory is defined to observe the nodes and to generate the routing path based on the trust
evolution. The quantitative measures are defined to improve the communication in mobile network. A. B. C.
Douss et. al., [19] has provided a secure communication under Collusion attacks in mobile network. The

delegation specific secure communication is provided to improve the network functionality and damage control.

To provide the data safety against internal attacks and identity specific attack, different authentication specific
and encryption specific methods are provided by the researchers. P. D. Nikam et. al., [2] has defined a secure
communication using Elliptic Curve Cryptography method. The key generation and key specific communication
is provided to maintain the data integrity. E. E. Zakaria et. al., [5] has defined the work to improve the access
control for auto configuration networks. The identity based cryptography method and trust management is
defined. The QoS analysis was applied to control the node access in the coverage region and relatively secure
communication will be performed. D. Suvarna et. al., [6] has defined the secure acknowledgement mapping
using digital signature and clustering algorithm. The emergency recovery based acknowledgement observation
was provided to identify the misbehaving nodes. Based on the key mapping, the secure communication path is
generated. A work on block encoding to improve the security in mobile network was provided by S. J. Ahmad
et. al., [12]. The block cipher is applied on packet header and relatively secure security block based
communication is provided to reduce the computation and to improve the communication in mobile network. S.
R. M. Krishna et. al., [13] has finger print preserved cryptography model is defined for secure communication in
mobile network. The key specific encoding method is provided for secure communication in mobile network. K.
T. Selvi et. al., [18] has defined an optimized routing model using encoding technique. The security measure
based interpolation method is defined to generate the compromised path in mobile network. The topology
control based communication and routing in mobile network is provided in this work. A. Echchaachoui et. al.,
[22] has used the asymmetric and dynamic encoding method to improve the routing reliability for mobile
network. The secure and reliable communication was provided to improve the traffic encryption for mobile
network. The attack preserved communication method was provided to improve the reliability and security in
mobile network. K. S. Dhanalakshmi et. al., [24] has provided a hybrid method for key generation and secure
communication in mobile network. The model used the watch dog integrated instant key generation method to

improve the data security in mobile network.

Some of the researchers defined attack prevention and avoidance in mobile network. V. G. Mohite et. al., [3] has
defined an agent based avoidance algorithm to provide secure communication against black hole attack. The
agent specific route forward attack defined for alert notification and relatively provided the cross checking on
attack. M. N. Bhargavi et. al., [8] has used the Random key based sharing method to generate the alternative
route in mobile network. The online key inclusive threshold limit is applied to generate the adpative safe route.
S. Shalini et. al., [9] has defined the random key based compromise path formation in mobile network. The
target nodes specific neighbor node analysis was provided to provide reliable route formation in mobile
network. The node specific validation is applied for reliable route formation in mobile network. A distributed
policy driven evaluation method to observe the node behavior so that the secure communication will be drawn
in the network. The neighbor node evaluation is provided under the trust policy rule specificaiton so that the

reliable communication is provided. A qualitative and functional model for secure mobile communication is
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provided by S. V. B. Rakas et. al.,, [17]. The proposed method improved the network under resource
distribution, QoS management and secures transmission. A. S. Kumar et. al., [20] has defined a work on HMAC
protocol for secure communication in mobile network. The symmetric key basd handshaking is provided to
identify the valid trusted node and relatively generated the compromised path. The method improved the
communication reliability for the network. A time stamp based secure communication in mobile network and it
is provided by G. Kulkarni et. al., [21]. The eavesdropping analysis, effective authentication and secure
communication is provided by the author under time stamp observation. The neighbor table based secure

communication was provided to improve the information exchange in mobile network.

11l RESEARCH METHDOLOGY

In this work, an improved trust model based cryptographic method is included to improve the strength of mobile
network. The work is here divided in three modules:

. At first, the mobile network will be divided in smaller zones. These zones will be generated in the

network with specification of some controller and the relative node specification.

. At second level, the analysis on each zone will be provided under different communication criteria. The

features considered here include node stability, communication delay, node degree etc.

. Finally, the categorization of trustful and untrustful nodes will be done. The RSA cryptography
algorithm will be applied to allow the untrustful and new nodes. The inter-group communication can be

performed directly whereas the intra communication will be implied via the key adaptive encoding.

Because of this there is the requirement of some method that can provide more trustful route generation method
under mobility and network reconfiguration situations. The proposed zone trust based encoding model will
provide effective and reliable route formulation for mobile network. The evaluation on trust on each zone is

done with parameter specification. The algorithmic specification presented in this work is given here in table 1.

Table 1: Trust Based Route Formation Algorithm

Algorithm(MNodes, MSrc,MDst)
/*MNodes is the list of mobile nodes in the network with
specification of source and destination node */
{
1. Set Cur=MSrc
[Initialize the communication on Source node Setting
it as current node]
2. While(Cur<>MDst)
[The route will be formed till the destination node not

occur]
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3. Znodes=GetZoneNodes(Cur)

[Divide the network in smaller zones under coverage
specification and identify the coverage nodes]
4, Zweights=TrustEvaluate(Znodes)

[Perform the Trust Evaluation on zone nodes under
connectivity, lossrate and delay parameters]
5. Enode=GetEffectiveNode(Zweights)

[Based on trust evaluation identify the most effective

communication node]
6. Path=[Path Enode]
Cur=Enode

[Set Effective weighted node as current node]

}
7. Set the Communication path
8. SPath=RSAVerification(Path)

[Apply the authentication for node level validity]
9. PerformCommunication(SPath,Src)

[Perform Communication over the path]
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Here table 1 is showing the proposed algorithm to generate the communication route under trust evaluation. The

algorithm shows that the network is first divided in smaller zones and for each zone, the trust evaluation was

performed. The trust evaluation is done based on the coverage, communication and communication delay

parameters. By identifying the most trustful nodes in each zone, the effective route is formed in t
The presented work is implemented in NS2 environment. The results obtained from the work are

next section.

IV RESULTS

A mobile area network network is one of the most complex networks as it is network with

he network.

provided in

cooperative

communication. To perform the complete work we have taken a indoor scenario in NS2. In this work a trust

adaptive analysis is provided to control the network communication. The network scenario defined for the work

is shown in table 2.
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Table 2: Network Scenario

Parameter Value
Network Area 100x100
Total Nodes 25
Protocol AODV
Mac Protocol 802.11
Simulation Time 100ms
Topology Random
Mobility Random

Propagation model

Two ray ground

Antenna Model

Omni directional

MS Speed

Random

=
=1
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The defined parameter shows that the trust based communication is performed in a limited network with 25
nodes. The AODV routing protocol is defined and the analysis is performed in terms of packet communication
and communication loss parameters. The comparative analysis in terms of packet communication is shown in

figure 2.
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Figure 2: Packet Communication (Existing Vs. Proposed)

Here figure 2 is showing the packet communication analysis in case of existing and proposed work. Here x axis
shows the simulation time and y axis is showing the packet communication. The simulation results show that the

method has improved the packet communication.
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Figure 3: Packet Loss (Existing Vs. Proposed)
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Here figure 3 is showing the packet loss analysis in case of existing and proposed work. Here x axis shows the

simulation time and y axis is showing the packet loss over the network. The simulation results show that the

method has improved the packet loss.

Figure 4: Bytes Communication (Existing Vs. Proposed)

Here figure 4 is showing the bytes communication analysis in case of existing and proposed work. Here x axis

shows the simulation time and y axis is showing the bytes transmission over the network. The simulation results

show that the method has improved the bytes communication.

V CONCLUSION

In this paper, a dual safety based secure communication method is provided for reliable communication in

mobile network. At the early stage of this model, the network is divided in smaller zones and for each zone, the

trust evaluation is done on each node. Based on this trust analysis, the route is generated over the network. The

77|Page




International Journal of Innovative Research in Science and Engineering
Vol. No.2, Issue 12, December 2016

www.ijirse.com ISSN (0) 2454-9665
ISSN (P) 2454-0663

work model is implemented in NS2 environment. The results show that the method has improved the

communication and reliability.
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