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ABSTRACT 

The role of Wireshark is very important in our daily life. Now day by day hackers are spreading malicious 

content, user can generate message easily reach a large audience or users.  

Wireshark is a packet sniffer and analysis tool. It captures network traffic from Ethernet, Bluetooth, wireless 

(IEEE.802.11), token ring, and frame relay connections, among others, and stores that data for offline analysis. 

Wireshark allows you to filter the log before the capture starts or during analysis, so you can narrow down and 

zero in on what you’re looking for in the network trace. 
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INTRODUCTION 

Wireshark is an open-source network protocol analysis software program, widely considered the industry 

standard. A global organization of network specialists and software developers supports Wireshark and 

continues to make updates for new network technologies and encryption methods. Government agencies, 

corporations, non-profits, and educational institutions use Wireshark for troubleshooting and teaching purposes. 

There truly isn’t a better way to learn low-level networking than to look at traffic under the Wireshark 

microscope.  
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You should only use Wireshark on networks where you have permission to inspect network packets. Using 

Wireshark to look at packets without permission is illegal. 

Wireshark is a network packet analyzer. A network packet analyzer presents captured packet data in as much 

detail as possible. You could think of a network packet analyzer as a measuring device for examining what’s 

happening inside a network cable, just like an electrician uses a voltmeter for examining what’s happening 

inside an electric cable. 

What are we looking for?  

 What are the infected file(s) downloaded and their hashes?  

 What is URL/ Domain of the infected site?  

 What is the IP address of the infected website?  

 What is the IP address of the infected machine?  

 What is the hostname of the infected machine?  

 What is the mac address of the infected machine?  

 

 
 

Logo of 

Wireshark 



 

 

 

34 | P a g e  

 

 

Check the normal activity of different protocol on the network by checking protocol hierarchy and find 

the normal information being transferred under different protocols. 

 

To see only Get and Post Request : Filter ---→ http.request 
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To get the better understanding of destination: Right Click on host user HTTP 

 

Now check Host Column 
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Sort column by Content type  

 

 

 

We can save all suspicious files 
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We can directly upload the files to virus total but we avoid due to confidentiality, instead we find the hash 

of file and then check for malicious activity. 

 

RESULTS AND DISCUSSION 

It is the best software to analyze traffic with. It allows capturing and inspecting the packets from all the 

available network adapters. I also love the packet filtering feature so that I can filter and see the desired types of 

packets. 

Wireshark has many uses, including troubleshooting networks that have performance issues. Cyber security 

professionals often use Wireshark to trace connections, view the contents of suspect network transactions and 

identify bursts of network traffic.  

Wireshark is a widely used, open source network analyzer that can capture and display real-time details of 

network traffic. It is particularly useful for troubleshooting network issues, analyzing network protocols and 
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ensuring network security. Networks must be monitored to ensure smooth operations and security. 

 

Now, we checked the hash in virus total and found it infected. 

 

 

 What is URL/ Domain of the infected site?  

Answer: see the host name of infected file. stand.trustandprobaterealty.com 

 

 

 What is the IP address of the infected website?  

         37.200.69.143  

 What is the IP address of the infected machine ?  

         172.16.165.165  

 What is the hostname of the infected machine?  

         K34EN6W3N-PC  

 What is the mac address of the infected machine ?  

        f0:19:af:02:9b:f1  
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Host name using DHCP: 

 

 

CONCLUSIONS 

In this paper, we had worked about the Real-time Monitoring: Wireshark allows users to capture and analyze 

live network traffic in real-time, providing insights into the communication between devices on the network. 

Wireshark plays a crucial role in network security analysis. It allows security professionals to inspect packets for 

signs of malicious activities, such as suspicious traffic patterns, unauthorized access attempts, or data 

exfiltration. 

Great tool for troubleshooting all kinds of problems and bugs. It works perfectly with any kind of OS and helps 

to capture all the traffic going trough your network. Great GUI, great filtering and great form of displaying 

packet captures. It is the best software to analyze traffic. 
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