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ABSTRACT

The role of Wireshark is very important in our daily life. Now day by day hackers are spreading malicious
content, user can generate message easily reach a large audience or users.

Wireshark is a packet sniffer and analysis tool. It captures network traffic from Ethernet, Bluetooth, wireless
(IEEE.802.11), token ring, and frame relay connections, among others, and stores that data for offline analysis.
Wireshark allows you to filter the log before the capture starts or during analysis, so you can narrow down and

zero in on what you’re looking for in the network trace.
Keywords: packet, Ethernet/Bluetooth/WiFi, Sniffer, capture, traffic, malware, infiltration

INTRODUCTION

Wireshark is an open-source network protocol analysis software program, widely considered the industry
standard. A global organization of network specialists and software developers supports Wireshark and
continues to make updates for new network technologies and encryption methods. Government agencies,
corporations, non-profits, and educational institutions use Wireshark for troubleshooting and teaching purposes.
There truly isn’t a better way to learn low-level networking than to look at traffic under the Wireshark

microscope.
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re (648 bits), Bl bytes captured (648 bits) on \Device\NPF_{31A06109-26A0-48DS - ABBF -OE97BF57710)
Fug_db:a5:i23 (Scibazefidb:a5:23), Dst: d2:5c:b2:ba:fdie2 (d2:5c:b2:ba:fdie2)

, Src: 192.168.218.168, Dst: 192.168,218.139

Port: 65182, Dst Port: 53

interface

Logo of
Wireshark

You should only use Wireshark on networks where you have permission to inspect network packets. Using

Wireshark to look at packets without permission is illegal.

Wireshark is a network packet analyzer. A network packet analyzer presents captured packet data in as much
detail as possible. You could think of a network packet analyzer as a measuring device for examining what’s
happening inside a network cable, just like an electrician uses a voltmeter for examining what’s happening

inside an electric cable.

What are we looking for?
+« What are the infected file(s) downloaded and their hashes?
% What is URL/ Domain of the infected site?

% What is the IP address of the infected website?

% What is the IP address of the infected machine?

% What is the hostname of the infected machine?

«» What is the mac address of the infected machine?
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Check the normal activity of different protocol on the network by checking protocol hierarchy and find

the normal information being transferred under different protocols.

dm i@ NP QesZE52_ = aa8T
L] Ml Vireshark - Protocol Hierarchy Statistics - 2014-11-16-traffic-analysis-exercise pcap - 0 x
No.  Time
12014-11-16'@ FProtocol Percent Packets Packets Percent Bytes Bytes  Bits/s EndPackets EndBytes End Bits/s PDUs
22014-11-16 @  Fame 1000 3053 1000 2502525 30k 0 0 0 3053
v Ethemet 1000 3053 18 44088 5370 [ ] 3053
* Intemet Pratocol Version § 07 n 0 80 10 0 0 0 2
~ User Datagram Protocol 08 7 00 210 0 0 7
st Name Resolution 02 & 00 w16 164 1 6
DHCRVG 04 7 00 mo2on wmz o2 n
Internet Control Message Protocol vé 02 5 00 140 1 5 140 1 5
¥ Intemet Pratocol Version 4 987 w12 24 0260 M0 0 0 02
~ User Datagram Protocol 18 56 00 48 5 0 0 0 56
NetEIOS Name Senace 08 24 01 1524 18 4 1524 18 4
Link-local Multicast Name Resolution 02 & 00 164 1 [ 164 1 §
11 2e14-11-16 @ Dynamic Host Configuration Protocol 0. 4 00 1208 4 4 28 M 4
12 2614-11-16 @ Domain Name System a7 2 00 06 11 R 1069 13 22
13 2014-11-16 € ~ Transmission Control Protocal 967 2951 %5 2390800 29Kk 2501 1872885 22k 2951
122 7] 195 467155 5939 372 469245 510 387
v — [ R
HYPEIE [ i T4 2k 41 1785 218 78
Mec 50.4 1260641 15Kk 8 1260641 15k 8
Lina R R R e 7 717681 8749 15 AT T 15
pec Find and Selected 12 0362 370 2 062 370 H
eXte Colorize .ot Selected a1 2082 25 3 2092 F=1 3
Con and not Salectad EH 0607 982 9 90607 982 9
Intemet Gre  Copy as TSV —— 00 w0 s a0 o 5
Address Resolu Copy as YAML - i 0o 148 9 19 148 9 19
[
Frame 1: 6@ byte
Ethernet II, Srq
Internet Protoct
Transmission Cor
No display filter
Close Copy ¥ Frotorols*  Help
To see only Get and Post Request : Filter ---— http.request
Ml 2014-11-16-traffic-analysix-wxeccine. peap
Fle Edt View Go Coptue Analyzo Sutitics Tolephony Wireloss Tooks Help
am @ e T aaa
W [heproques]
No.  Time Sawce Destination Protocol | Lengt | Info
-~ $22014-11-16 02:11:51.3450.. 172.16.165.165 204.79.197.200  WITP/X.. 10. POST /fd/1s/1sp.aspx HTTP/1.1
1..2014-11-16 ©2:11:53.5620.. 172.16.165.165 204.79.197.200 HTTP 861 GET /fd/1s/GLinkPing.aspx? 1. 170a7! RP,5091.1 HTTP/1.1
1..2014-11-16 02:11:55.3978.. 172.16.165.165 82.150.140.30 HTTP 621 GET / HTTP/1.1
2..2014-11-16 ©2:11:56.8087.. 172.16.165.165 82.150.140.30 HTTP 432 GET /wp-content/themes/cini/style.css HTTP/1.1
2..2014-11-16 ©2:11:56.8193.. 172.16.165.165 82.150.140.30 HTTP 467 GET /wp-content/plugins/contact-form-7/includes/css/styles.css?ver=3.7.2 HTTP/1.1
2..2014-11-16 ©2:11:56.8194.. 172.16.165.165 82.150.140.30 HTTP 453 GET /wp-includes/js/jquery/jquery-migrate.min.js?ver=1.2.1 HTTP/1.1
2. 172.16.165.165 82.150.140.30 HTTP 452 GET /wp-content/plugins/sitemap/css/page-list.css?ver=4.2 HTTP/1.1
2. 172.16.165.165 82.150.140.30 HTTP 438 GET /wp-content/themes/cini/js/functions.is HTTP/1.1
3 172.16.165.168 82.150.140.30 HTTP 442 GET /wp-includes/js/jquery/jquery.js?ver=1.10.2 HTTP/1.1
3 172.16.165.165 82.150.140.30 HTTP 486 GET /wp-content/plugins/contact-form-7/includes/js/jquery.form.min.js?ver=3,50.0-2014.02.05 HTTP/1.1
3. 172.16.165.165 82.150.140. 30 HTTP 466 GET /wp-content/plugins/contact-form-7/includes/js/scripts.js2ver=3.7.2 HTTP/1.1
3 172.16.165.165 185.53.178.5 HTTR 407 GET /new/jquery.php HTTP/1.1
3 172.16.165.165 82.150.140.30 HTTP 432 GET /wp-content/themes/cini/reset.css HTTP/1.1
s, 172.16.165.165 82.150.140.30 HTTP 438 GET /wp-content/themes/cini/img/br_logo.gif HTTP/1.1
S.. 172.16.165.165 82.150.140.30 HTTP 440 GET /wp-content/themes/cini/img/donate_on.gif HTTP/1.1
5. 172.16.165.165 82.150.148.30 HTTP 444 GET /wp-content/themes/cini/img/newsletter_on.gif HTTP/1.1
S.. 172.16.165.165 82.150.140.30 HTTE 442 GET /wp-content/themes/cini/img/facebook_on.gif HTTP/1.1
5..2014-11-16 ©2:11:59.9233.. 172.16.165.165 82.150.140.30 HTTP 441 GET /wp-content/themes/cini/img/twitter_on.gif HTTP/1.1
5..2014-11-16 ©2:11:59.9235.. 172.16.165.165 82.150.140.30 HTTP 445 GET /wp-content/themes/cini/img/youtubelogo_on.gif HTTP/1.1
5..2014-11-16 ©2:12:00.5265.. 172.16.165.165 82.150.140.30 HTTP 447 GET /wp-content/uploads/2012/01/P1260499-200x298.pg HTTP/1.1
5..2014-11-16 ©2:12:00.5266.. 172.16.165.165 82.150.140.30 HTTP 457 GET /wp-content/uploads/2013/09/IMG-20130928-WAG92-150x150.3pg HTTP/1.1
5..2014-11-16 ©2:12:00.5267.. 172.16.165.165 82.150.140.30 HTTP 448 GET /wp-content/themes/cini/img/squareorangedecor.gif HTTP/1.1
6..2014-11-16 ©2:12:01.3979.. 172.16.165.165 74.125.233.96 HTTP 602 GET /embed/hqgSewjlshk HTTP/1.1
8..2014-11-16 ©2:12:09.7268.. 172.16.165.165 82.150.140.30 HTTR 350 GET /favicon.ico HTTP/1.1
Frame 52: 1002 bytes on wire (8016 bits), 1002 bytes captured (8016 bits) ©0 50 56 f3 ca 52 @ 19 af 02 9b f1 08 00 45 00 PV R E
Ethernet II, Src: f@:19:af:02:9b:f1 (f@:19:af:02:9b:f1), Dst: VMware_f3:ca:52 (@0:50:56:f3:ca:52) @3 dc 14 20 40 @0 80 @6 ff 2d ac 1@ a5 a5 cc 4af o
Internet Protocol Version 4, Src: 172.16.165.165, Dst: 204.79.197.200 €5 c8 c1 17 00 56 c3 el as 88 0 fo as 74 50 18 3 e
Transmission Control Protocol, Src Port: 49431, Dst Port: 80, Seq: 821, Ack: 1, Len: 948 M e N N D s e Bl
[2 Reassembled TCP Segments (1768 bytes): #51(820), #52(948)] : e ac e quent oItvants
AR ‘ 3e 3c 45 3e 3c 54 3e 45 76 65 6e 74 2e 43 6¢ 69  ><E><T>E vent.Cli
s Sfer Protaco] 65 Ge 74 49 6e 73 74 3c 2f 54 3e 3c 49 47 3e 61  entInst< /T><IG>a
extensible Markup Language 65 65 35 39 30 38 65 61 32 64 36 34 39 39 31 61 ee5908ea 2d64991a
61 38 62 38 39 39 36 66 64 31 37 30 61 37 35 3c a8b8996f dl7@a75<
2f 49 47 3e 3c 54 53 3e 31 34 31 36 31 30 33 39 /1G><TS> 14161039
31 31 33 34 39 3c 2f 54 53 3@ 3c 44 30 7b 22 54  11349</T S><D>{"T
k 22 3a 20 22 43 49 2e 42 6f 78 4ad 6f 64 65 6c 22 oxModel™
2¢ 20 22 46 49 44 22 3a 20 22 43 49 22 2¢ 20 22 ez
40 61 6d 65 22 3a 20 22 50 65 72 66 22 2c 20 22 Perf",
54 65 78 74 22 3a 20 22 53 25 33 41 30 58 30 58  Text": " SX3A0XeX
36 36 30 58 32 37 38 25 33 42 42 4f 44 59 2e 25  660X278% 3BBODY.%
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filo Edt View Go Cspture Anslyze Statitics Telophony Wirsless Took  Help
Am oo RE QewsmFsizaaan
(R]Peprequest -~ B B
No  Time Source Destination Protocol  Lengt Info.
f— 52 2014-11-16 ©2:11:51.3450.. 172.16.165.165 204.79.197.200 HTTP/X.. 1@..POST /fd/1s/lsp.aspx HTTP/1.1
1..2014-11-16 ©2:11:53.5620.. 172.16.165.165 204.79.197.200 HTTP 861 GET /fd/1s/GLinkPing.aspx?: 2 ,5091.1 HTTP/1.1
. 2014-11-16 02:11:55.3978.. 172.16.165.165 82.150.140.30 HTTP 621 GET / HTTP/1.1
2..2014-11-16 156. 172.16.165.165 $2.150.140.30 HTTP 432 GET /wp-content/themes/cini/style.css HTTP/1.1
2..2014-11-16 172.16.165.165 82.150.140.30 HTTP 467 GET /wp-content/plugins/contact-form-7/includes/css/styles.css?ver=3.7.2 HTTP/1.1
. 2014-11-16 172.16.165.165 82.150.140.30 HTTP 453 GET /wp-includes/js/jquery/jquery-migrate.min.js?ver=1.2.1 HTTP/1.1
. 2014-11-16 172.16.165.165 82.150.140.30 HTTR 452 GET /wp-content/plugins/sitemap/css/page-1ist.css?ver=4.2 HTTP/1.1
. 2014-11-16 172.16.165.165 82.150.140.30 HTTP 438 GET /) t/themes/cini/js/ ions.js HTTP/1.1
... 2014-11-16 172.16.165.165 82.150.140.30 HTTP 442 GET /wp-includes/js/jquery/jquery.js?ver=1.10.2 HTTP/1.1
. 2014-11-16 172.16.165.165 82.150.140.30 HTTP 486 GET /wp-content/plugins/contact-form-7/includes/js/jquery.form.min.js?ver=3.50.0-2014.02.05 HTTP/1.1
- 2014-11-16 :57.5728.. 172.16.165.165 82.150.140.30 HTTP 466 GET /wp-content/plugins/contact-form-7/includes/js/scripts.js2ver=3.7.2 HTTP/1.1
. 2014-11-16 157, o HTTP 407 GET /new/jquery.php HTTP/1.1
. 2014-11-16 02:11:58.84: 0 HTTP 432 GET /wp-content/themes/cini/reset.css HTTP/1.1
5..2014-11-16 02:11:59.92; " ¢ HITP 438 GET /wp-content/themes/cini/img/br_logo.gif HTTP/1.1
159, A d HTTP 440 GET /wp themes/cini/img, _on.gif HTTP/1.1
5. : it HTTP 444 GET /wp-content/themes/cini/img/newsletter_on.gif HTTP/1.1
2014-11-16 ©2:11:59.92 ‘Apply 85 Column Ctrieshifts! HTTP 442 GET /wp-content/themes/cini/img/facebook_on.gif HTTP/1.1
2014-11-16 02:11:59.920 HTTP 441 GET /wp-content/themes/cini/img/twitter_on.gif HTTP/1.1
2014-11-16 ©2:11:59.92 ke e e} (W N e T 445 GET /wp. ‘themes/cini/img, _on.gif HTTP/1.1
2014-11-16 ©2:12:00.52¢  |reperc s filter g HTTP 447 GET /wp-content/uploads/2012/01/P1260499-200x298.3pg HTTP/1.1
2014-11-16 02:12:00.52(  CoTversationFiter 2 HTTP 457 GET /wp-content/uploads/2013/09/IMG-20130928-WAGS2-150x150. Jpg HTTP/1.1
2014-11-16 ©2:12:00.521  COlorie with Filter ‘ HTTP 448 GET /wp-content/themes/cini/img/squareorangedecor.gif HTTP/1.1
. 2014-11-16 ©2:12:01.39 rallaw: i HTTP 602 GET /embed/hqgSewjl8hk HTTP/1.1
.. 2014-11-16 ©2:12:09.721  (copy » HTTP 350 GET /favicon.ico HTTP/1.1
1 Show Packet Bytes Cuteshiteo —
s Sl 0160 ce 7463 72 20 50 43 20 3c ze 3029 od oo IN nter pc_c.o).
Accept: */*\r\n Wiki Protocol Page 0180 (FIE 43 6f 6e 74 65 6e 74 2d 4c 65 6e 67 74 68 Conten t-Length
oy | 2 pEcnapmsncsesons e oo
Refarer: Mt"’:”‘“"'hi"‘ Protes! reterances g PA=QBLHATAG) 1b0 61 63 68 65 2d 43 6 6e 74 72 6f 6c 3a 20 6e 6f ache-Con 1
Contant Type: taxt/Xming Cutesniftu 01co 2d 63 61 63 68 65 ©d @a 43 6f Gf 6b 69 65 3a 20 -cache- -
Accept-Encoding: gzip, d 1do  5f 48 4f 50 3d 3b 20 S5f 45 44 47 45 5f 53 3d 46 _HOP=; _ s
User-Agent: Mozilla/a.e ; WOW64; Trident/4.e; SLCC2; .NET CLR.. 1100 3d 31 26 53 49 44 3d 31 34 32 44 41 36 33 42 39  =1&SID=1 42DA63B9
Host: www.bing.com\r\n 31fe 32 30 32 36 31 37 32 32 34 35 43 41 30 43 46 39 20261722 45CABCF9
Content-Length: 948\r\n 33 45 35 36 3@ 37 46 3b 20 S5f 45 44 47 45 5f 56 3ES607F; _EDGE_V
Connection: Keep-Alive\r\n 3d 31 3b 20 4d 55 49 44 3d 33 41 38 30 41 33 34  ~1; MUID =3AB0A34
cache-cControl: no-cache\r\n 43 38 46 35 44 36 45 46 37 30 45 34 33 41 35 42  C8FSDGEF 70E43ASB
[truncated]Cookie: _HOP=; _EDGE_S=F=1&SID=142DA63892026172245CARCFI3ZES607F; _EDGE_V=1; MUID=3A80A.. 38 38 45 42 41 36 46 32 33 3b 20 4d 55 49 44 42 SBERASE2-3; MUITDR
\r\n 3d 33 41 38 30 41 33 34 43 38 46 35 44 36 45 46 =3A80A34 CBFSDEEF
1 . N 37 30 45 34 33 41 35 42 38 38 45 42 41 36 46 32  7@E43ASB BSEBAGF2
Ml 2014-11-16-traffic-analysis-exercise.peap - =] x
file Edl View Go Captue Anabze Swtstics Telephony Wireless Tools  Help
am s R QumEF & L
(]
Time Source Destination Protocsl  Lengt Host infa
2814-11-16 82:11:51,3450814 172.16.165.165 204.79.197.2808 HTTP/X.. 18. www.bing.com POST /fd/1ls/lsp.aspx HTTP/1.1
2014-11-16 @2:11:53,562055 172.16.165, 165 204.79.197.200 HTTP 861 wuw.bing. com GET /fd/1s/GLinkPing.aspx?1G=aee5908ea2d649512a8b8006Fd170a758RTD=SERP,5091.1 HTTP)
2014-11-16 @2:11:55,397889 172.16.165.165 82.150.148.38 HTTR 621 www.ciniholland.nl GET / HTTR/1.1
2814-11-16 82:11:56.888775 172.16.165.165 82.150.148. 38 HTTP 432 www.ciniholland.nl GET fwp-content/themes/cini/style.css HTTP/1.1
2014-11-16 82:11:56.819322 172.16.165.165 82.150.148.38 HTTP 467 www.ciniholland.nl GET fwp-content/plugins/contact-farm-7/includes/css/styles.css?ver=3.7.2 HTTP/1.1
2014-11-16 ©2:11:56.819491 172.16.165.165 82.150.140.30 HTTP 453 www.ciniholland.nl GET /wp-includes/js/jquery/jquery-migrate.min.js?ver=1.2.1 HTTP/1.1
2014-11-16 ©2:11:56,819692 172.16.165.165 82,150,140, 30 HTTP 452 www.ciniholland.nl GET /wp-content/plugins/sitemap/css/page-list.css?ver=4.2 HTTP/1
2814-11-16 82:11:56.819825 172.16.165.165 82.150.148.38 HTTP 438 www.ciniholland.nl GET /wp-content/themes/cini/js/functions.js HTTP/1.1
2014-11-16 82:11:57.572787 172.16.165.165 82.150.148.38 HTTP 442 www.ciniholland.nl GET /wp-includes/js/jquery/jquery.js?ver=1.18.2 HTTP/1.1
2014-11-16 ©2:11:57.572802 172.16.165.165 82.150.148.38 HTTR 486 www. ciniholland.nl GET fwp-centent/plugins/contact-form-7/includes/is/jquery. form.min.js?ver=3.50.2-2¢
2814-11-16 82:11:57.572898 172.16.165.165 82.150.148.38 HTTP 466 www.ciniholland.nl GET /wp-content/plugins/contact-form-7/includes/js/scripts.js?ver=3.7.2 HTTR/1.1
2014-11-16 82:11:57.858487 172.16.185.165 185.53.178.9 HTTR 487 adultbiz.in GET /new/jquery.php HTTP/1.1
2014-11-16 82:11:58.844582 172.16.165.165 82.150.148.30 HTTP 432 www.ciniholland.nl GET /wp-content/themes/cini/reset.css HTTP/1.1
2014-11-16 82:11:59,922627 172.16.165.165 82,150,140, 38 HTTP 438 www.ciniholland.nl GET /wp-content/themes/cini/img/br_logo.gif HTTP/1.1
2014-11-16 ©2:11:59,922869 172.16,165,165 82,150,140, 30 HTTP 44@ www.ciniholland.nl GET /wp-content/themes/cini/img/donate_on.gif HTTP/1.1
2014-11-16 82:11:59.923008 172.16.165.165 82,150,148, 38 HTTP 444 www.ciniholland.nl GET fwp-content/themes/cini/img/newsletter_on.gif HTTP/1.1
2014-11-16 22:11:59,923184 172.16.165.165 82,150,140, 30 HTTP 442 wew, ciniholland.nl GET /wp-content/themes/cini/img/facebook_on.gif HTTP/1.1
2814-11-16 82:11:59.923368 172.16.165.165 82.150.148.38 HTTP 441 www.ciniholland.nl GET /wp-content/themes/cini/img/twitter_on.gif HTTP/1.1
2014-11-16 82:11:59.923565 172.16.165.165 82,150,148, 38 HTTP 445 www. ciniholland.nl GET /wp-content/themes/cini/img/youtubelogo_on.gif HTTP/1.1
2014-11-16 82:12:00.526540 172.16.165.165 82.150.148.38 HTTR 447 www. ciniholland .nl GET jwp-content/uploads/2012/81/P1268499- 200x298. Jpg HTTR/1.1
2614-11-16 82:12:80. 526686 172.16.165.165 82.158.148.38 HTTP 457 wumw. ciniholland .nl GET /wp-content/uploads/2013/89/IMG-20138928-LABS2-158x158. jpg HTTP/1.1
2014-11-16 82:12:@8.526799 172.16.165.165 82.150.148.38 HTTP 448 www.ciniholland.nl GET fwp-content/themes/cinifimg/squarecrangedecor.gif HTTR/1.1
2014-11-16 @2:12:01,397948 172.16.165.165 74.125.233.95 HTTR 682 wwK. youtube. com GET /embed/hqgsewjlahk HTTP/1.1
2014-11-16 ©2:12:09,726891 172.16.165.165 82,150,140, 30 HTTP 35@ www.ciniholland.nl GET /ffavicon.ico HTTP/1.1
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Open fecent v BE -+
Merge... Source Destination Protocol  Lengt Host Info -
Ol A 172.16.165.165  204.79.197.208  HTTP/X. 1. www.bing.com POST /fd/1s/1sp.aspx HTTP/1.1
Close QbW 172.16.165.165 204.79.197.200 HTTP 861 www.bing.com GET /fd/1s/GLinkPing.aspx?IG-aee5908ea2d64991aa8bea96fd170a754&1ID=SERP,5091.1 HTTP)
o s 172.16.165.165  82.150.149.30 HTTP 621 waw.cinihelland.nl GET / HTTP/1.1
Save s Culsshis  [172+16.165.165 82.158,148.38 HTTP 432 www. ciniholland.nl GET /wp-content/themes/cini/style.css HTTP/1.1
172.16.165.165 82.158.140.30 HTTP 467 wiww. ciniholland.nl GET /wp-content/plugins/contact-form-7/includes/css/styles.css?ver=3.7.2 HTTP/1.1
e ' 172.16.165.165 $2.158,140.30 HTTP 453 www.ciniholland.nl GET /wp-includes/js/jquery/jquery-migrate.min.js2ver=1.2.1 HTTP/1.1
Export Specified Packets.. 172.16.165.165 82.158.140.38 HTTP 452 www. ciniholland.nl GET /wp-content/plugins/sitemap/css/page-list.css?ver=4.2 HTTP/1.1
Export Packet Dissections . [172.16.165.165 82.150.140.30 HTTP 438 www.ciniholland.nl GET /wp-content/themes/cini/js/functions.js HTTP/1.1
R sy 172-16.165.165  82.150.140.38 HTTP 442 www. ciniholland.nl GET /wp-includes/js/jquery/jguery.jsiver=1.18.2 HTTP/1.1
Exort POV to Fike i 172.16.165.165 82.150.140.30 HTTP 486 www.ciniholland.nl GET /wp-content/plugins/contact-form-7/includes/js/jquery. form.min. js?ver=3.50.0-2¢
MWN dors 172.16.165.165 82.158.140.30 HTTP 466 www.ciniholland.nl GET /wp-content/plugins/contact-form-7/includes/js/scripts.js?ver=3.7.2 HTTP/1.1
. vn:ss - . 172.16.165.165 185.53.178.9 HTTP 487 adultbiz.in GET /new/jquery.php HTTP/1.1
x ession Keys...
= e 8 82.158.140.30 HTTP 432 www.ciniholland.nl GET /wp-content/themes/cini/reset.css HTTP/1.1
EporE 0oty 82.150,140.38 HTTP 438 www.ciniholland.nl GET /wp-content/themes/cini/img/br_logo.gif HTTP/1.1
Print.. CirisP 82.158.140.30 HTTP 448 www.ciniholland.nl GET /wp-content/themes/cini/img/donate on.gif HTTP/1.1
— - 82.150,149,30 HTTP 444 www.ciniholland.nl GET /wp-content/themes/cini/img/newsletter_on.gif HTTP/1.1
82.158.140.30 HTTP 442 www.ciniholland.nl GET /wp-content/themes/cini/img/facebook_on.gif HTTP/1.1
2014-11-16 82:11:59.923368 82.158.140.30 HTTP 441 viww. ciniholland.nl GET /wp-content/themes/cini/img/twitter_on.gif HTTP/1.1
2014-11-16 ©2:11:59.923565 82.158.140.30 HTTP 445 www.ciniholland.nl GET /wp-content/themes/cini/img/youtubelogo_on.gif HTTP/1.1
2014-11-16 @2:12:8@.526548 172.16.165.165 82.158.140.38 HTTP 447 www. ciniholland.nl GET /wp-content/uploads/2812/81/P1260499-200x298.jpg HTTP/1.1
1914-11-16 ©2:12:00.526686 172.16.165.165 82.150.140.30 HTTP 457 www.ciniholland.nl GET /wp-content/uploads/2013/@9/IMG-20136928-WA082-150x150. jpg HTTP/1.1
2014-11-16 92:12:00.526799 172.16.165.165 82.158.140.38 HTTP 448 www. ciniholland.nl GET /wp-content/themes/cini/img/squareorangedecor.gif HTTP/1.1
2014-11-16 82:12:01,397948 172.16.165.165 74,125.233.96 HTTP 682 wiww. youtube. com GET /embed/hggSewjl8hk HTTP/1.1
2014-11-16 92:12:09,726891 172.16.165.165 82.150.140.30 HTTP 350 www. ciniholland.nl GET /favicon.ico HTTP/1.1
-
am0 TR Qe =TS aaaim
W [ hetp request B B B )+
Time Source Destination Piotocol  Lengt Host info
2014-11-16 02:11:51.345014 172.16.165.165 204.79.197.200 10.. www.bing. com POST /fd/1s/1sp.aspx HTTP/1.1
2014-11-16 02: 172.16.165.165 204.79.197.200  HTTP 861 www.bing. com GET /fd/1s/GLinkpi 2 ,5691.1 HTTP/
2014-11-16 02: 172.16.165.165 82.150.140.30 HTTP 621 www.ciniholland.nl GET / HTTP/1.1
2014-11-16 02: 172.16.165.165 82.150.140.30 HTTP 432 www.ciniholland.nl GET /wp-content/themes/cini/style.css HTTP/1.1
2014-11-16 02: 172.16.165.165 82 c iy iz == == S2c=ac == 7 * o Sorm-7/includes/css/styles.css?ver=3.7.2 HTTP/1.1
2014-11-16 02: 172.16.165.165 S S Wi Epat TP ot i = P X o migrate.min.js?ver=1.2.1 HTTP/1.1
|2014-11-16 02: 172.16.165.165 (- N Content Type: All Content-Types ~ {55/Page-list.css2ver=4.2 HTTP/1.1
2014-11-16 02: 172.16.165.165 82 Inctions.js HTTP/1.1
2014-11-16 02: 172.16.165.165 R Peckier: Hodtndre: CottEntijpe SIS THehiene: r.js2ver=1.10.2 HTTP/1.1
2014-11-16 02: 172.16.165.165 B 249 1018 < | form-7/includes/js/jquery.form.min.js2ver=3.50.0-2¢
2014-11-16 02: 172.16.165.165 - St ot form-7/includes/§s/scripts.js?ver=3.7.2 HTTP/1.1
2014-11-16 02: 172.16.165.165 18! 2379 standtustandprobaterealtycom application/x-msdownload 40148 index php?req=mp3&num =95&PHPSSESID=nir
2014-11-16 02: 172.16.165.165 82 2477 18 f.css HTTP/1.1
2014-11-16 02: 172.16.165.165 82 2394 8227 bytes r_logo.gif HTTP/1.1
2014-11-16 02: 172.16.165.165 R 2415 8227 byten: lonate_on.gif HTTP/1.1
2014-11-16 02: 172.16.165.165 B 150 srwivbirigcom Image/aif A2bytes  GUNKPing aspx7iG-aee5908ea2d649912a6b899 If | |oys]etter_on.gif HTTP/1.1
2014-11-16 02: 172.16.165.165 s e Iraao¥ 1270 bt youeac. ngl facebook_on.gif HTTP/1.1
{ [ra—— imoge/aif 577 bytes  twitter_ongit
2014-11-16 02: 172.16.165.165 B2 573 wwwcinihollandnl image/gif 536 bytes facebook_on gif witter_on.gif WTTP/1.1
2014-11-16 02: 172.16.165.165 82 595  wwwacinihollandni image/aif 4660 bytes br_logo.gif loutubelogo_on.gif HTTP/1.1
|2014-11-16 02: 172.16.165.165 82 596 wwwciniholland.nl Iimage/gif 2476 bytes nawslotter_on.gif 11260499-200x298. jpg HTTP/1.1
|2014-11-16 @2: 172.16.165.165 B . e siomokard ol image/git 2316 bytes donate.ongif IMG-20130928-WA002-150x150. jpg HTTP/1.1
2014-11-16 02: 172.16.165.165 I 72 reeannolandn) I S enosperde o iquareorangedecor.gif HTTP/1.1
2014-11-16 02:12:01. 172.16.265.365 78 [0 (ORI, phineeso ] B8 Prasoie 200omip
2014-11-16.02:12:09,726891 172.16:165,165, 82 661 wwawcinihollandnl image/ipeg 1048 IMG-20130928-WAD02-150x150jpg.
976 i 1748 faviconico _—
311 wwwcinihollandni text/ess 927 bytes  styles.csstver=372 B 2¢ 30 0 od ea aa 5F nter P 6.0) o
e e toes ol s e = 28 Ao 27 oo g8 ot 24 e Binysros
y e ciniholland texess bytes stylecss et b e S
Accept-Language: en-us\r\n : 6f Ge Ge 65 63 74 69 6f  : 948 C
Referer: http://www.bing.com/search?g=cinihollan e Sae L _clo» ;: :g Zi zz :f :g :: ‘;2 :ch:‘z:n 1
Content-Type: text/xml\r\n 61 63 43 6f 6f 6b 69 65 3a 20 -cache
Accept-Encoding: gzip, deflate\r\n af se 45 44 47 45 5f 53 3d 46 HOP:
User-Agent: Mozilla/4.@ (compatible; MSIE 8.9; Windows NT 6.1; WOW64; Trident/4.@; SLCC2; .NET CLR 2 26 53 34 32 44 41 36 33 42 39 “18SID=1 42DA63B9
Host: www.bing.com\r\n 32 36 34 35 43 41 30 43 46 39 20261722 45CAQCF9
Content-Length: $as\r\n 35 36 20 5f 45 44 47 45 S5f 56 3ES607F; _EDGE_V
Connection: Keep-Alive\r\n 3b 20 3d 33 41 38 30 41 33 34 =1; MUID =3A80A34
Cache-cControl: no-cache\r\n a6 35 37 30 45 34 33 41 35 42 CBFSDGEF 7@E43ASB
[truncated]Cookie: _HOP=; _EDGE_S=F=1&SID=142DA63B92026172245CABCFI3ES6O7F; _EDGE_V=1; MUID=3A80A34 45 42 33 3b 20 4d 55 49 44 42  B8EBAGF2 3; MUIDB
ESh 41 38 30 41 33 34 43 38 46 35 44 36 45 46 =3ABOA34 CBFSDEEF
45 34 33 41 35 42 38 38 45 42 41 36 46 32  7OEA3ASB BBEBAGF2

{Eull requast URT: http://wee,bing.com/fd/ls/1sp.asex]

oot 1711

© ¥ HITP Host (hitp host). 20 bytes

Frame (1002 bytes)

Reassembled TCP (1768 bytes)

Decoded UTF-8 text (948 bytes)

Packets 3053 . Displayed: 39 (1.3%)

Profile: Default

We can save all suspicious files

814-11-16 @2:11:56.808775 172.16.165.165 £2.150.148.30 HTTP 432 www.ciniholland.nl GET /wp-content/themes/cini/style.css HTTP/1.1
e14 M k- Export - HTTP object list o “ heolland.nl GET /wp-content/plugins/contact-form-7/includes/css/stvles.css?ver=3.7.2 HTTP/1.:
214 Ml Wireshark - Save Object As... ®
a1q TertFiter Content Type: | All Content-Types -
014 Packet Hostname Content Type Size Filename ¢ v o « Windows-SSD (CJ > Program Files » Wireshark » v G SearchWireshark »
014 2489 hive 10kB  indexphpfreq=jariinum=3703&PHPSSESID=nji
e1a 2502 i 0k8 i i Organize *  New folder = @,
1991 stand ppli o phpreg=mp 16&PHPSSESID=njr ~
@14 ;:59 ” ag| :: siPHEEE; b Python Lab Course File 2022-23 # Name Date modified Type 1
:ﬂ: o " "";B e - diameter 3/28/2024 1021 AM File folder I
it hockwave-flash =
@14 130 wwwbing.com image/gif A2bytes  GlinkPing aspiiG=aee590Bea2d640912086899 Baok Chapter Pranshu si extap File folder
@14 568 wwwciniholland.nl image/gif 1270 bytes youtubeloga_on.gif WireShark generic File folder
p14 572 wwwciniholland.l image/ait 577 bytes twitter_ongif Motes icanengines File folder
o1a 57 wwwcinihollndal image/git 536 byles facebook_ongif S1s poper imageformats File Folder
595 wmciniholland.ol image/gif 4660 bytes br logo.gif I i
814 505 ywewciniholland.nl image/gif 2476 bytes newsletter_on.gif i
014 597 wwwciniholland.nl image/gif 2316 bytes donate_on gif 9 This FC networkinformation il
814 598 www.ciniholland.nl image/gif 65 bytes  squareorangedecor gif w platforms = foldes
@14 1356  24corp-shop.com image/gif 68 kB natfound.gif (LR E plugins File foldes
B1a 654 wwciniholland.al image/jpeg 19kB P1260499-200x298jpg = My WareHouse (D) profiles 3/28/2024 10.22 AM File folder
o1q 61 wwwciholland i image/ipeq 10kB  IMG-20130928-WAOD2-150x150jpg A Network
976 wewemciniholland nl image/ndmicrosofticon  17kB  faviconico
I wwmcinihollandal text/ess 927 bytes  stylescssiver=372 File name:
34 wwewciniholland.nl text/css 02 bytes page-listcestver=42 Save as type: Al Fles 8,
S| M0 wwcininolland ol text/ess 4807 bytes styless
save Save Al review Close Help || ~ Hide Folders Swe | Cancel
S——— S ——— -




International Journal of Innovative Research in Science and Engineering
Volume 10, Issue 05, 2024

WWW.ijirse.com

ISSN: 2454-9665

We can directly upload the files to virus total but we avoid due to confidentiality, instead we find the hash
of file and then check for malicious activity.

< > C [ % https//www.virustotal.com/c me/searct 2 2 @ A ™ 0P L 0 =
[B] bookmarks B History  yy Python Basic Bxercise fo Python conditional stat.. () TCS Coding Questions... %] 20 Best Python Certiica. mported  {5] ChatGPT

Signin M

> VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

SEARCH

RESULTS AND DISCUSSION

It is the best software to analyze traffic with. It allows capturing and inspecting the packets from all the
available network adapters. | also love the packet filtering feature so that I can filter and see the desired types of
packets.

Wireshark has many uses, including troubleshooting networks that have performance issues. Cyber security
professionals often use Wireshark to trace connections, view the contents of suspect network transactions and
identify bursts of network traffic.

Wireshark is a widely used, open source network analyzer that can capture and display real-time details of

network traffic. It is particularly useful for troubleshooting network issues, analyzing network protocols and
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ensuring network security. Networks must be monitored to ensure smooth operations and security.

Now, we checked the hash in virus total and found it infected.

Z I 178beOed83a7a9020121dee 1c305/d6ca3b74d18

36835¢fb1684da0b4a4 19043

31 ) 31 engines detected this file
78be0eds3a7a 1 S cfb1 " 1
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
) aba
BitDefend: AT-QuickHoal
ClamAv 0 va Mahva ' Comodo

Cyren a Emsisoft

eScan

ESET-NOD32
F-Prot @ JavaAgent KR F-Secure

FireEye (@ Java Expioit CVE-2012-0507 AG GData

«» What is URL/ Domain of the infected site?

Answer: see the host name of infected file. stand.trustandprobaterealty.com

M Wireshark - Export - HTTP object list

D Java Explot CVE-201 AG (E

(@D AVanant Of Java/Exploit A

(D Explot EXPIJAVA Rafold AL Gon

@ Java Exploit CVE-2012.0507 AG

Text Filter: Content Type:  All Conte
Packet Hostname Content Type - Size Filename
2489  stand.trustandprobaterealty.com application/java-archive 10 kB index.php?req=jar8num=3703&PHPSSESID=njrMNruDMhvJFIPGKuXDSKVbMO07PThnJko2ahe6)Vg%7CZDJiZjZiZjl5Yzc50Tg3MzE 1MzJkMr
2502  stand.trustandprobaterealty.com application/java-archive 10 kB index.php?req=jar8num=9229&PHPSSESID=njrMNruDMhvJFIPGKuXDSKVbMO7PThnlko2aheb)Vg%7 CZDJiZjZiZjl5Yzc50Tg3MzE 1 MzJkMr
1991  stand.trustandprobaterealty.com application/x-msdownload 401 kB index.php?req=mp38num=168PHPSSESID=njrMNruDMhvJFIPGKuXDSKVbMO7PThnJko2ahe6/Vg%7CZDIiZjZiZjl5Yzc50Tg3MzE1MzJkMn
2379  stand.trustandprobaterealty.com application/x-msdownload 401 kB index.php?req=mp38num=95&PHPSSESID=njrMNruDMhvJFIPGKuXDSKVbMO7PThnlko2ahe6/Vg%7CZDIiZjZiZjl5Yzc50Tg3MzE 1MzkMn
2977  stand.trustandprobaterealty.com application/x-msdownload 401 kB index.php?req=mp38:num=8032958PHPSSESID=njrMNruDMhvJFIPGKuXDSKVbMO7PThnJko2ahe6)Vg%7CZDJiZiZiZjl5Yzc50Tg3MzE 1Mz
2394 stand.trustandprobaterealty.com application/x-shockwave-flash 8227 bytes index.php?req=swf8inum=8098PHPSSESID=njrMNruDMhvJFIPGKuXDSKVbMO7PThnlko2ahe6)Vg|ZDJiZZiZjl5Yzc50Tg3MzE1MzJkMmExt
2415 stand trustandprobaterealty.com application/x-shockwave-flash 8227 bytes index.php?req=swféinum=75338PHPSSESID=njrMNruDMhvJFIPGKuXDSKVbMO7PThnJko2ahe6)Vg|ZDJiZjZiZjl5Yzc50Tg3MzETMzIkMmE
130 www.bing.com image/gif 42 bytes  GLinkPing.aspx?IG=aee5908ea2d64991aa8b8996fd 170a75&&ID=SERP,5091.1
569 www.ciniholland.nl image/gif 1270 bytes youtubelogo_on.gif
572 www.ciniholland.nl image/gif 577 bytes  twitter_on.gif
573 www.ciniholland.nl image/gif 536 bytes  facebook_on.gif
595 www.ciniholland.nl image/gif 4660 bytes br_logo.gif
596 www.ciniholland.nl image/gif 2476 bytes newsletter_on.gif
597 www.ciniholland.nl image/gif 2316 bytes donate_on.gif
598 www.ciniholland.nl image/gif 65 bytes  squareorangedecor.gif
1356 24corp-shop.com image/gif 68 kB notfound.gif
654 www.ciniholland.nl image/jpeg 19 kB P1260499-200%298.jpg
661 www.ciniholland.nl image/jpeg 10 kB IMG-20130928-WA002-150x150.jpg
976 www.ciniholland.nl image/vnd.microsofticon 17 kB favicon.ico
311 www.ciniholland.nl text/css 927 bytes  styles.css?ver=3.7.2
314 www.ciniholland.nl text/css 702 bytes  page-list.css?ver=4.2
®,

% What is the IP address of the infected website?
37.200.69.143

« What is the IP address of the infected machine ?
172.16.165.165

«  What is the hostname of the infected machine?
K34EN6W3N-PC

% What is the mac address of the infected machine ?

f0:19:af:02:9b:f1

38|Page




International Journal of Innovative Research in Science and Engineering
Volume 10, Issue 05, 2024

WWW.jirse.com

ISSN: 2454-9665

Host name using DHCP:

- onaan atyuis. e pcap
File soture  Anolyze  Stavsies  Telephomy  Wirsless  Tools el
- - R Qi ¥ ST @ a a IF
[ [ g C=}
solution Preferences. Address; 172.16.165.165 [
Source [ info
2014-11-16 ©2:12:51.526441 172.16.165.165 2 .255.255  DHCP DHCP Inform - Transaction ID @x92e7cbf7
2014-11-16 ©2:12:51.5256819 172.16.165.254 172.16.165.165 DHCP 342 DHEPR ACK - Transac tion ID @xs2e7cbf?
2014-11-1€ ©2:10:38.484531 172.16.165.165 172.16.165.254 oHEP ase DHCP Request - Transaction ID Oxd71286ce
2014-11-16 ©2:19:38.485556 172.16.165.254 172.16.165.1865 orce 342 BHCP ACK - Transaction ID exd7128sce
Frame 2442: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) ff Ff Ff ff £f ff fo 19 af @2 Sb f1 8 20 45 09 E
Ethernet IT, Sre: £8:19:af:02:9b:F1 (F8:19:af:02:9b:F1), Dst: Broadeast (£f:Fff:Ff:ff:ff:iff) @1 48 16 92 €@ @0 82 11 dl1 54 ac 1@ as as ff ff H
Internet Protocol version 4. Sre: 172.16.165.165, DSt: 255.255.255.255 ff £f 00 44 06 43 01 34 e6 e8 O1 81 86 0B 92 e7 D-c-4

cb f7 @@ 86 8@ 8@ ac 1@ a5 a5 @@ 88 6O 84 00 68

User Datagrem Protocol, Src Port: 68, Dst Port: 67
©o oo o o e BB fo 15 af 82 Sb f1 0O GO 00 BB

~ Dynamic Most Configuration Protecol (Inform)
Message type: Boot Reguest (1) 20 99 €0 20 O@ G2 9@ @8 9 99 99 98 0 ee e ee
Hardware type: Ethernet (exei) 20 99 90 90 ©2 P2 D 09 ©0 00 OO £9 ©0 P 00 0O
Hardware address length: & 90 60 90 20 O0 P2 0P 0O ©0 00 09 90 0O Pe 00 B8
Hops: @
Transaction I
Seconds elaps.
Bootp flag eooe (Unicas: € ee oo ee eo oe oo 0P @e 02 68 00 82 00 B8 80 B8
client IP address: 172.16.165.165 20 20 @0 G0 e 8 00 8 00 90 06 98 0 Be 00 08
Your (client) IP address: ©.9.8.8
Mext server IF address: ©.9.0.8

o aa o0 0a 0o @o o0
Relay agent IP address: 8.6.6.8 @2 06 92 95 06 83 63 52 53 63 35 01 08 3d 07 &1 Scs -
Client MAC address: f@:19:af:02:9b:fl1 (f0:19:af:02:9b:F1) 126 fB 15 af 82 Sb f1 oc o IIEENYN TN TSTITIET
client hardware address padding: DECEGEGEEBEE30000008 o130 [ 3c @8 4d 53 46 54 28 35 2e 30 37 6d [EE<-MS FT 5.07-
Server host name not given @1 ef @3 @6 2c 2e 2f 1f 21 79 f2 2b fc f @0 €8 S My
Boot file name not given ee ee ee @@ @ B2 aeeans

Magic cookie: DHCR

Option: (53) DHCP Message Type (Inform)
Option: (61) Client identifier
~ Opticen: (12) Host Name
Length: 12
HOST Name: K34ENEWIN-PC
Ontion: ree) vendor claz=z idantifiar

CONCLUSIONS

In this paper, we had worked about the Real-time Monitoring: Wireshark allows users to capture and analyze
live network traffic in real-time, providing insights into the communication between devices on the network.
Wireshark plays a crucial role in network security analysis. It allows security professionals to inspect packets for
signs of malicious activities, such as suspicious traffic patterns, unauthorized access attempts, or data
exfiltration.

Great tool for troubleshooting all kinds of problems and bugs. It works perfectly with any kind of OS and helps
to capture all the traffic going trough your network. Great GUI, great filtering and great form of displaying

packet captures. It is the best software to analyze traffic.
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